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Web Application Security Essentials

Duration: 3 Days (Instructor-Led Training)

This curriculum is intended for professionals tasked with implementing, managing, or protecting Web applications.
It is principally well-suited to application security analysts, developers, application architects, pen testers, auditors
who are interested in recommending proper mitigations for web security issues, and infrastructure security
professionals who have an interest in better defending their web applications.

The class will also cover additional issues the authors have found to be important in their day-to-day web application
development practices. The topics that will be covered include:

COURSE OBJECTIVES

(1) HTTP and HTTPS Basics These protocols are the foundation of communication for web apps and
understanding the various requests, responses, and status codes are fundamental to the course. We also
examine packet structure and how packets can be manipulated by attackers.

(2) Why Sites Get Hacked Sites get hack for a number of reasons. The main ones are because websites provide a
large attack surface and the technologies that run on them are subject to common vulnerabilities such as SQLI,
XSS, LFI, and RFI. These attack vectors are discussed in greater detail later in the course.

(3) Hacker Methodology The steps followed by an attacker which consist of footprinting, scanning, enumeration,
gaining access, maintaining access, and covering one’s tracks. A host of essential tools are presented throughout
the course that should be in every pentester’s toolbox. Manual and automated approaches are presented for
each type of process.

(4) sQLl Structured query language injection is a common exploit that takes advantage of improperly-filtered
user input. Escape characters such as single and double quotes can then be inserted or “injected” into URL query
strings to form basic SQL queries. Such queries can be used to dump a database, modify or delete individual
tables or even the entire database!

(5) XSS Cross site scripting takes advantage of a client-side vulnerability that allows an attacker to inject code
that can execute malicious scripts. Like SQLI, it exploits improperly-filtered user input. The malicious scripts can
hijack session cookies and tokens as well as steal other sensitive information from a compromised site.

(6) LFI and RFI Local file inclusion and remote file inclusion respectively, are attacks where malicious files are
installed on a vulnerable server. One (LFl) performs the exploit locally on the host and the other (RFI) uploads
them remotely. Common exploits of this type are backdoors, key loggers, malware distribution, and bots.

(7) Reporting Best Practices This is what sets straight-up hackers apart from the professionals. Presenting well-
written testing plans up front to a client heads off any confusion and ill-will that may result from pentesting. A
final report upon the completion of testing details what was done, what vulnerabilities were discovered, and
recommendations for how to resolve any vulnerabilities that were found during testing
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COURSE OUTLINE

DAY 1
= Introduction to Web App Security
o Threat landscape
o OWASP Top 10 Overview
o Basic of Webshell
= Understanding Web Technologies
o HTTP/HTTPS, HTML, JS, cookies, sessions
= Reconnaissance & Mapping the Attack Surface
o Manual recon (WhatWeb, Wappalyzer)
o Subdomain enumeration
o Directory brute-force (e.g. Gobuster)
o Parameter discovery
= A01:2021 - Broken Access Control
o URL tampering
o IDOR (Insecure Direct Object Reference)
o Force browsing
= lab Exercise
o Mapping a web app using Burp Suite
o Find hidden pages and parameters
o Simple IDOR challenge

DAY 2

= A02:2021 — Cryptographic Failures
o Insecure transport (HTTP/HTTPS)
o Weak password storage (MD5/SHA1)
o Sensitive data exposure

= A03:2021 - Injection
o SQL Injection: Classic & Blind
o NoSQL injection
o Command injection (overview)

= A05:2021 — Security Misconfiguration
o Default creds / error messages
o Directory listing

= A07:2021 - Identification and Authentication Failures
o Brute force / weak password
o Session fixation
o JWT misconfiguration

= A08:2021 — Software and Data Integrity Failures
o Insecure deserialization
o Supply chain issues

= Lab Exercise
o SQLi/NoSQLi
o Capture credentials via brute force
o Bypass authentication / logic flaws
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DAY 3
= A04:2021 - Insecure Design
o Flawed business logic
o Case studies
= A06:2021 — Vulnerable and Outdated Components
o Known exploits
= A09:2021 — Security Logging and Monitoring Failures
o Lack of alerts
o Log manipulation
= A10:2021 — Server-Side Request Forgery (SSRF)
o Basics of SSRF
= Lab Exercise
o Exploit vulnerable component (e.g. known CVE in plugin)
=  Final challenge (capture the flag style)

PREREQUISITES
Students have a basic working knowledge of the Linux command line.
WHO SHOULD ATTEND

=  General security practitioners

= Penetration testers

= Ethical hackers

=  Web application developers

=  Website designers and architects
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