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FortiManager

Duration 2 Days

COURSE DESCRIPTION

‘FortiManager’ is a centralized security management system, which enables the centralized
management of the complex Fortinet networks with automation-driven network configuration,
visibility, and security policy management. With the help of the Fortimanager, you will be able to
provide centralized management over the Fortinet security fabric, which provides the best threat
protection and visibility. In this 2-day course, you will learn step by step, how to use the Fortimanager,
for the centralized management system. Students will explore various deployment strategies which
include single or multiple ADOMs, policy packages, shared objects, advanced configuration,
troubleshooting techniques, provisioning FortiManager as a local FortiGuard Distribution Server for
your managed firewalls and be able to apply different policies over the networks in complex networks.

COURSE OUTLINE

Modulel: Introduction and Initial Configuration
= Key concepts & Features
= Mode of Operation
= |nitial configuration

Module 2: Administration
=  Configure administrative domains (ADOMs)
= Restrict concurrent ADOM Access

Module 3: Device Manager
= Register devices in ADOMs
= |nstall configuration changes using scripts
= Diagnose issues using the revision history

Module 4: Policy and objects
= Configure different administrative access levels using the workspace
=  Perform policy and object management
= |dentify ADOM revisions and database versions
=  Perform the import and installation methods

Module 5: Advanced configuration
= Configure various management panes and extensions
= Implement and troubleshoot FortiManager HA
= Configure FortiGuard services

Module 6: Central Management
= Use the global ADOM to envelop policy packages
=  Firmware management
= Global Policies to multiple ADOMs
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= Offer a local FortiGuard distribution server to your Fortinet devices
Module 7: Troubleshooting
®= Troubleshoot FortiManager deployment scenarios
= Troubleshoot import and installation issues
= Troubleshoot policy and object management
=  Troubleshoot device settings
WHO SHOULD ATTEND
= System Administrators
=  Firewall Administrators
= Network Security Engineers
=  Network Security Administrators
= Security Analysts
= Anyone who is responsible for management of many FortiGate devices
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