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» ghlandnnisuaz Framework was BCP (1w 1ISO 22301)
= ﬁtﬂm:ﬁ“ﬂﬂuL?{ﬂqttazwaﬂs:muquqsﬁa (BIA)

=  dmvih Business Continuity Plan #iTsaulsass

*  donuuunKumdUaALDIMnNNSal (Incident Response)

*  nadovuazdsulsaunu BCP
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Day 1: Foundations & Risk Analysis

Session 1: Introduction to BCM & BCP
»  anwuddnyes BCP Tuasdns

=  Overview @04 ISO 22301
= Key Concepts: RTO, RPO, MTPD
Activity: Discussion: “fhasdnsnys 1 fu azineslsdu?”

Session 2: Risk Assessment
»  asszuduanAn (Threats)

»  asUsafiuanudog (Likelihood vs Impact)
= Risk Matrix
Activity: Workshop: szu Top 5 Risks wasasring

Session 3: Business Impact Analysis (BIA)
= (Critical Business Functions

* Impact Categories (Financial, Reputation, Operation)
=  fAuus RTO / RPO
Activity: vin BIA Template (15an 1 process a%4)
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Session 4: Recovery Strategies
» People / Process / Technology

= Alternate Site, Backup, Redundancy
Activity: Brainstorm: Recovery Strategy & wsu critical service

Day 2: Planning, Response & Exercise

Session 5: BCP Development
»  Taseadawas BCP Document

* Roles & Responsibilities
= Communication Plan
Activity: Draft BCP (uwuuga) wasnthisausiiies

Session 6: Incident Response & Crisis Management
* Incident Lifecycle

= Crisis Management Team
=  Communication (Internal / External)
Activity: Scenario Discussion: Cyberattack / System Down

Session 7: Testing & Exercising BCP
» Types of Testing: Tabletop, Simulation, Full Drill

= Lessons Learned & Improvement
Activity: Review case study (assnsiiduwal/dni5a)

Session 8: Tabletop Exercise (Interactive Simulation)
*  sUuuuAngsu: Scenario-Based Simulation

" uNnaN 3-5 Aau
= uan Scenario wiu: Ransomware Attack, Data Center ay, Timumgmwﬁm

nangasiuzd sy

= [T/ Security / Risk / Operation
= Business Unit Owners
= BCM /DR Team
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