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Cybersecurity & AI Awareness:
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»  aAAULEHIF UM IMatadayaan Human Error
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Session 1 | 09:00 — 10:30

Cybersecurity & AI Awareness Fundamentals
gfanuinlanugiusuanuiuavlaaadalaiuas uazdsuyuuas (Mindset) Tvinseniinin Al fluisiasasifiatiiy
Uszdnaamuazunavanuaaninldouligasiag

wiauwn
= a7 ws3u Cyber Threat Landscape Tuga Al
» Generative Al funasasluuudeleiuasaciiels
s gradrewmamsalaseiiiinduluasdns
o msHlvauastaya (Data Leakage) annnislal Al
o mMsuaanaldnuu Al-generated Phishing / Scam
= ssiandayaihinisinldlddy Al Tools
o dayasiuumAl
o Uayagnen
o dayanmealuavdnsuastiayaay
Key Message; “Al 2hav1ule uadrlsizintannandas aznanadudasivisiuanusiuavilaaadaiui”

Session 2 | 10:45 - 12:00

Secure Use of Al Tools & Best Practices
Tiiaugunsaly Al Tools laadrvlaansde wasinunsandunisvinoulssdiriuluagdns

wiauwn
= audmeannnsladou Al
o Prompt Injection (agunatdsuuda Lutdoinaia)
o Shadow AI uazauidaoainasidonu Al uanmsmiuaANaddns
»  Best Practices &n5usiTavu
o MsInnssianIu (Password Hygiene)
o mslad Multi-Factor Authentication (MFA)
o mMsianstgydelzdenu Al Tools
=  Prompt Hygiene
o #hathe Prompt filaansn
o #atne Prompt Afiaudes
Mini Demo / Discussion
»  Sianevishatng Prompt Alaaseluuisean
* 15U Prompt TWidaaasauasimunsauduasdnsg
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Session 3 | 13:00 — 14:30

Data Privacy & Compliance for AI Usage
gsvanuinlansly Al idaaadasdunguanaauasasiayasdiuyana Taalisasdnugiusungmune

wiamn
» 2 W5Iu PDPA / GDPR #iiAenaasdunislal Al (lawzanszadey)
" AULANEIYIEINY Personal Data way Sensitive Data
= anusuAntauvatadAnsuarNIIngY Wadayair aru Al
» Use Case fiwutasluaddns
o asla Al ssddauan
o M5l Al Jiasgvivaassd Email gnen
o msulatananseda Al
Group Discussion
= Aengvidgaiunsaldiacng
= anisuduin “nsdiflingnaazdia PDPA via'li”

Session 4 | 14:45 - 16:00

Hands-on Simulation & Practical Workshop
wasuausilunadnssunisiadoiu Al Ngasavuazdaanfaludinni1svinguaze

Aanssu
1. Phishing Simulation
»  ghathe Email wag Chat Scam fas19Tae Al
» mafiannsdetna Phishing wag Social Engineering galwnai
2. AI Prompt Safety Workshop
= 151 Prompt ngduuuiifainudae Widlu Prompt fidaansia
»  Template Prompt &nsunislidviuluagensg
»  Checklist &usun1sla Al Tueuisean
Wrap-up
= Al Safe Use Checklist &usuejl2dou
= unumzaswiinulunsanau sy Cybersecurity wag Al Risk
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